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my PhD topic: how to design audit methods that are not
easily gamed by platforms?

▶ detecting lies, robust auditing, robust estimation ⇔
comparing the observations to a prior.

▶ which prior to choose and how does it impact the audit
process in practice?
⇒ This talk: one choice of prior

▶ how to verify that the prior holds ?
⇒ Model change detection
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[11] T. Yan and C. Zhang, “Active Fairness Auditing,” in Proceedings of the 39th International Conference on Machine
Learning, PMLR, Jun. 2022.
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𝑆 = (𝑥1,…, 𝑥𝑠) ⊂ 𝒳
𝑌 = (ℎ(𝑥1),…, ℎ(𝑥𝑠))

Assumptions
1. Auditor prior: ℋ is

known
2. Self-consistency: once

platform reveals its
labeling of 𝑥, cannot
change it.

[11] T. Yan and C. Zhang, “Active Fairness Auditing,” in Proceedings of the 39th International Conference on Machine
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Manipulation-
proof
auditing

Audit
manipulability

Context

 Framework
 A theoretical peek

 Empirical study

Concluding remarks

8/20
Augustin Godinot

How much can 𝜇 change after the audit?

Measured during
the audit

True value after
the audit

𝜇(ℎ) 𝜇(ℎ′)

Audit manipulability

|𝜇(ℎ) − 𝜇(ℎ′)| ≤ ?



Manipulation-
proof
auditing

Audit
manipulability

Context

 Framework
 A theoretical peek

 Empirical study

Concluding remarks

8/20
Augustin Godinot

How much can 𝜇 change after the audit?

Measured during
the audit

True value after
the audit

𝜇(ℎ) 𝜇(ℎ′)

Audit manipulability

|𝜇(ℎ) − 𝜇(ℎ′)| ≤ diam𝜇ℋ(𝑆, 𝑌 )



Manipulation-
proof
auditing

Audit
manipulability

Context

 Framework
 A theoretical peek

 Empirical study

Concluding remarks

8/20
Augustin Godinot

How much can 𝜇 change after the audit?

Measured during
the audit

True value after
the audit

𝜇(ℎ) 𝜇(ℎ′)

Audit manipulability

|𝜇(ℎ) − 𝜇(ℎ′)| ≤ diam𝜇ℋ(𝑆, 𝑌 )

diameter of the version space (equipped with the
pseudo metric ℎ, ℎ′ ↦ |𝜇(ℎ) − 𝜇(ℎ′)|)
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Theorem 1: No need to aim

If ℋ = {0, 1}𝒳, then

diam𝜇ℋ(ℎ∗, 𝑆) = 2 − (ℙ(𝑋 ∈ 𝑆 | 𝑋𝐴 = 1)

+ℙ(𝑋 ∈ 𝑆 | 𝑋𝐴 = 0))

Proof intuition:
1. Split the value of the 𝜇-diameter on 𝑆 and 𝑆
2. Constuct the “optimal” hypotheses ℎ↑ and ℎ↓

3. Express the result as a function of ℙ(𝑋 ∈ 𝑆 | 𝑋𝐴 = 0 or 1)
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the ACM, vol. 64, no. 3, pp. 107–115, Feb. 2021, doi:
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Definition 2: Benign overfitting on 𝑐

ℋ exhibits benign overfitting iif ∃ℎ∗ ∈ ℋ such that

1. ∀𝐷 ⊂ 𝒳, |𝐷| ≤ 𝑑0, error(ℎ,𝐷) = 0
2. error(ℎ∗,𝒳) ≤ 𝜀

Train loss of an Inception net
on CIFAR10

Taken from [16] C. Zhang, S. Bengio, M. Hardt, B. Recht,
and O. Vinyals, “Understanding Deep Learning (Still)
Requires Rethinking Generalization,” Communications of
the ACM, vol. 64, no. 3, pp. 107–115, Feb. 2021, doi:
10.1145/3446776.

https://doi.org/10.1145/3446776
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Corollary 1: Large models are difficult to audit

If ℋ exhibits benign overfitting with respect to the
sensitive attribute, then (for 𝜀 < 1

2 ), diam𝜇(ℎ, 𝑆) is a
function of
▶ sensitive groups ℙ(𝑋 ∈ 𝑆 | 𝑋𝐴 = 1, 2) (↘)
▶ the model’s error-rate 𝜀 (↘)
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RQ2 Do these ℋ exist in practice ?
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Simulated models
Model family ℱ e.g. decision trees

Hypothesis class ℋ ∈ ℱ e.g. trees with max_depth = 2

Metrics
▶ AuditManipulability(ℋ) = 𝔼𝑆∼𝒳𝑚[diam𝜇(ℎ∗, 𝑆)]

▶ ModelCapacity(ℋ) = 𝔼𝐷∼𝒳𝑟 [Rademacher(ℋ,𝐷)]
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It seems […] a platform could always game the system […]
without sacrificing a lot of accuracy of the model learnt.

— Anonymous reviewer

Paper link Conclusions
▶ Robustness needs a prior
▶ Prior on the model

⇒ guarantees depend on the
capacity of the model

Implications for AI regulation
▶ Need more access to the model
▶ And/Or anonymous auditor
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